CyStack

Data Protection Security Testing & Assessment Security Operations

Protect Your Business From
Cyber Threats 24/7

Detect vulnerabilities early, safeguard data,
and secure operations, so you can stay focused
on growth with peace of mind
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CyStack

About CyStack

CyStack is a leading cybersecurity company in Vietham, recognized Memberships

for its strong R&D capabilities, innovative solutions, and trusted by

top enterprises and organizations. o NcA (/)
, &

We deliver products and services across three core areas:

CREST
Data Protection Security Testing & Assessment Security Operations
International Certifications
I | Pr n
Global Presence P P (/7
CyStack was founded in vioanol ISO ISO CL o
. . . nam
2017 in Hanoil, Vietnam, etha - ;ﬁ; \9%; Mo | OLIASP
and has since expanded
with a branch office in
Toronto, Canada.
Team Solutions
40 + security experts 1 5 + security products & services
° Toronto,
Canada
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CyStack

Diverse range of clients
from mid-sized businesses to Vietham'’s largest enterprises

See more at cystack.net/projects (5
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https://cystack.net/projects

CyStack

Our Awards Globally G BE s oo
o
by the Vietnam Software and IT Services ReCOQ nNi Zed @ Detol @/ Ub
Association (VINASA), 2025 o o . e e
o 5-Star Award for Outstanding Technology for contrlbutlc.)ns n .dlsco.v.erlng and
Solution (Sao Khue 2025) responsibly disclosing critical el < arar cervicenaw
security vulnerabilities in key products e N
by Ministry of Information and Communications and services
(Make in Vietnam, 2024) Q @ TrelhxX D-Link
» Digital Product Excellence Award in Finance, Banking,
Commerce, and Services e Booking.com

 Digital Product Excellence Award for Global Market

by Ministry of Information and Communications
(Make in Vietham, 2023)

o
e Digital Product Excellence Award for Global Market S pea kl ng

» Digital Product Excellence Award for Digital Society O O

e Promising Digital Product Award E ngagements blackhat blackhat

by Vietnam Digital Communications
Association (VDCA, 2021)

BlackHat USA BlackHat Asia XCon focus

 Digital Transformation Excellence Award

by Vietham Information Security E:E ce.Fl 8¢ EIDOARAC CYBERSEC 2025
Association (VNISA, 2021)

e Promising Digital Product Award
e Outstanding Cybersecurity Platform for Digital Transformation T2FI FIDO APAC Taiwan CYBERSEC
e Security Platform Excellence Award



CyStack

Cyber Risks Are
Silently Threatening
Your Business
Every Day!

Data and systems are the lifeline of
every business, regardless of size.
Yet threats arise from both inside and
outside the organization.

Employee causes
® internal data leak
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Hackers infiltrated
the system

CyStack Solutions

CyStack is more than just technology - we are a trusted long-term partner.

cystack.net

We provide optimized, end-to-end security solutions: prevention, detection, and response
SO you can secure your business the right way, with maximum efficiency.
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Testing & Assessment
Red Teaming
Simulate advanced attacks

Cloud Audit

Assess cloud & IT infrastructure risks

Penetration Testing
|dentify exploitable vulnerabilities

WhiteHub Bug Bounty

Crowdsource security testing

<>

CyStack VuilnScan

Automate vulnerability scanning

Blockchain Audit

Audit smart contracts & protocols

Data Protection

Locker

Store, mange, and share
passwords & secrets

CyStack Endpoint

Manage endpoints
& prevent data loss

Q

Data Leak Detection

Deliver actionable
Threat Intelligence

=
O

Security Operations

Vulnerability
He @ Management
Cd

Monitor & respond to .
Track & remediate

threats 24/7 . :
vulnerabilities continuously

Security Training

Improve awareness &
processes

DFIR
Investigate & resolve
incidents

04
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CyStack Solutions

Security Testing & Assessment

|ldentify vulnerabilities, assess risks, and thoroughly test your system
so your business stays proactively protected

@ Penetration Testing

Simulate real-world cyberattacks on
applications, APIs, cloud, or internal systems
to uncover vulnerabilities before hackers can
exploit them

@ Blockchain Audit

Audit and review smart contracts and
blockchain protocols to detect logic flaws,
privilege issues, and security vulnerabilities

@ CyStack VulnScan

Automatically detect and alert vulnerabilities
across websites, IPs, servers, and cloud
resources. Integrate with CI/CD for real-time
reporting

Bug Bounty Platform
v 7 (WhiteHub)

Leverage a global network of 4,000+ trusted
white-hat hackers to quickly identify security
flaws, ensuring high-quality results at
optimized cost

Red Teaming

Conduct advanced APT-style attack
simulations to test detection, response, and
resilience across multiple layers of the system

@ Cloud Audit

Perform in-depth reviews of network design,
system configuration, firewalls, and cloud
infrastructure to uncover critical risks

Wh"l'eHub Program Leaderboard  Hacktivity

Hackme

Hackme is a technology company specializing in developing internal management systems for
businesses. With the need to assess security before launching products to market, Hackme

chose the WhiteHub platform to run its bug bounty program.

Create your program ‘ Sign in Register

Submit report

M Points - 1,000 USD

Bookmark Share
Q Alex Nguyen 05:27PM @
| Just submitted a Remote Code
GENERAL INFORMATION ' . e .
Execution vulnerability report WhiteHub
Participation Requirements
General Rules . -
© lIdentity verification required >
You have met 0/1 requirements of this program. Please complete the remaining requirements to view detailed content
Rewards
Severity Level Reward
4points 4,000 USD
( wen ] 3points 1,500 USD
MEDIUN ==
Vulnerability Analysis by Asset
View tested assets and the severity of vulnerabilities discovered during penetration testing.
——
—
Asset Count
Total
Browser Extensions 13
19
Hub) . s
Android Applications 4
Others 2
Risk Types and Severity Levels
Vulnerabilities are categorized by type and severity to better understand their technical impact.
Vulnerability Count Severity Level ‘
Command Injection 5 @@
Server Side Template Injection 4 (oo 3]~ 1o]
Stored x55 s 1 3 S RN N ‘
Security Misconfiguration 3 @@ [IJ
@ CRITICAL @ HIGH @ MEDIUM LoW
Cross Site Request Forger 2 1 1
q gery @ @ ® INFO UNCATEGORIZED
Insecure Direct Object Reference 1 [I]@ @
\_
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CyStack Solutions

Data Protection

Protect endpoints, control access, manage passwords, and monitor for data leaks to safeguard your business

Data Leak
Detection

Locker

EJ Endpoint |

CyStack Endpoint Locker Password and Secrets Manager CyStack Data Leak Detection

Centrally manage devices, monitor user activity, control
access, and prevent data loss across desktops, laptops, and
mobile devices

Manage passwords, API keys, tokens, and secrets for
individuals, businesses, and developers. Encrypt storage,
enable safe sharing, and enforce access control

Continuously monitor dark web, hacker forums, and public
sources to detect exposure of sensitive data, with support for
remediation and takedown

() You cannot copy this file to USB

’/'
CyStack
(i) Dashboard
Assets
Vulnerabilities
Data leak detection

Projects

Endpoint
Overview
Devices

Directory

Policies

Threat prevention

Data protection

88 All solutions
% Notification

A) Support

© > Endpaint > Davicas Blocked by company policy restricting external storage devices

Devices
0os + Management status + Asset type + Tag + Discovery date 4 Backup + Q Search

Name 0S  OSversion Issues Owner Asset type Private IP Tags Backup

® A-PC == Windows 11 Home 14 Anthony D. Personal 192.168.10.121 ' © Business = +2 No

® Khoimac (:) .’ mac0S 14.41 Khoi Nguyen  Company-owned  192.168.10.56 © Marketing | +3 Yes

Decive ID 696 Disk encryption On Manufacturer Apple Inc.

Agent version 5.9.1 Disk space 247 GB available Hardware model  MacbookPro17,1

| ' —— Last user login about 1 hour ago Memory 8.0 GB Serial number CO2F91ZUQ05
Last location Hanoi, Vietnam MAC address 10:6f:d9:9b:37:e7 CPU brand Apple M1

Khoimac Passport IP 100.64.0147

Details 7

@ ChrisPC (G Windows 11 Home Chris Elliot Personal 192.168.10.78

® HR-Com (G

Windows 11 Home Personal 192.168.10.81

® Amac mac0S 14.4.1 Amara C. Company-owned  192.168.10.92 O PM | © Dev

a.

® JamiePC Q

Windows 11 Home Jamie O. Personal 192.168.10.212 | © Finance = +3

® JoshJ (G Windows 11 Home Personal 192.168.10.75 © Supplier | +2

® SRMac (:) mac0S 14.41 Security Company-owned  192.168.10.100 ' © Security =~ +6

R

m Password Manager

& Inventory

3 Folders

[] Authenticator
o Shares

™ Private Email
@ security Tools
& Settings

T Trash

g’ «| / Inventory / All

All Items

Total: 220

Tiktok

Anna_Greyham

Facebook

Isabell_Schneider@gmail.com

Instagram
Gunner_Wisozk@gmail.com

Trello
Emilia.Abshire36@yahoo.com

Whatsapp
Ibrahim_Lynch97@yahoo.com

Wordpress
Missouri.Mohr@yahoo.com

Steam
Abigayle_Armstrong19@gmail.com

Spotify
Oma_Hoeger@gmail.com

, Slack

Katheryn_Gorczany@gmail.com

Reddit

Delphine45@gmail.com

® run.bash
# Get and set secrets via Locker CLI
locker secret get --name=MYSQL_PASSWORD | mysql -h acme-
db.com -u admin -p
locker secret create --key=MYSQL_PASSWORD --random-value
# Inject secrets as environment variables into commands

locker secret run --environment dev --command "python
manage.py runserver"

Created Time Updated Time Actions

8 months ago 2 days ago @ @
6 months ago 1 months ago [i::] [|—|
1 week ago 1 week ago a
2 months ago 1 week ago @
10 months ago 3 days ago [|—|
8 months ago 8 months ago a
8 months ago 8 months ago @
8 months ago 8 months ago [|—|
8 months ago 8 months ago a

8 months ago 8 months ago @

J// )

(A Data Leak Detection Overview

Overview

Explore detailed reports on data leaks related to your keywords

Recorded Time +

Data Leaks by Category

Accounts

Source Code

Data Leaks by Severity

® 20% Critical
® 35% High
10% Medium
12% Low
18% Informational

5% Not Rated

Most Leaked Domains

1. acme.com 572 leaks
2. acme.org 518 leaks

3. acme.net 463 leaks

Emails

Data Leaks by Status

20% New
35% In Progress
10% Resolved

' ® 12% Unresolved

18% Duplicate
5% Rejected

. app.acme.io 324 leaks
. staging-acm... 261 leaks

. #others 201 leaks

32 Manage plan <+ Add keyword

Keywords

Add and verify keywords to detect related data leaks. Verified keywords are scanned
automatically.

Q Enter keyword
#whitehub.net
® Basic Plan

#cystack.net Verify ownership -

o Enterprise Plan

#locker.io

® Free Plan

#otherkevword Verify ownership >

Updates

0 new leaks found in the latest scan
® 1 hour ago

3 keywords pending verification

1 keyword expiring today Manage plan 7
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CyStack Solutions

Security Operations

Deliver 24/7 monitoring, vulnerability management, incident
response, and training - enabling your business to stay

continuously secure

{ﬁ} Vulnerability Management

Detect, classify, prioritize, and track
vulnerabilities continuously. Combine with
real-time remediation reports to reduce risk
and accelerate response

@ Digital Forensics &
Incident Response
Respond quickly to cyber incidents and

perform in-depth investigations to trace root
causes, entry points, and impacted systems

o Security Operations Center (SOC)

Monitor 24/7, detect threats, and respond
in real time with advanced alert analysis and
in-depth investigations

Security Training

Deliver hands-on training for both technical
and non-technical staff in secure coding,
phishing detection, incident handling, and more

( )
[ Security incidents Overview
Overview
{5 Time: Past1year v
Incidents by Status Incidents by Severity
2025 @ Critical e High e Medium Low e Informational ® Not Rated
. 120
. . B I e . )
® 20% Managed
45% Unmanaged
35% Unknown Jan Feb Mar Apr Ma 17 T8 T9 10 ™ T2
Incidents by Category
2025 ® Security Vulnerabilities @ Policy Violations Data Leaks
2,200
2,000
1,800
1,600
1,400
1,200
1,000
800
600
400
200
0
Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec
Average Incident i ~N

0.5 days

New

In

cidents by Source Reported

2025

2,
2,
1,
1,
1,
1,
1,

200
000
800
600
400
200
000
800
600
400

New Incidents This Week

01

02

03

04

05

Incident Name

SQL injection

CORS

Policy Violation — Antivirus/EDR Monitoring

Sensitive Data Leak —acme.com.vn

OS Firewall Policy Violation

Category

Security Vulnerability

Security Vulnerability

Policy Violation

Data Leak

Policy Violation

View All |,

® Bug Bounty e Pentest @ Vulnerability Scan

Jul Aug

Source

Vulnerability Scan

Vulnerability Scan

Device Management

Data Leak Detection

Device Management

Sep Oct

Status

New

e Under Analysis

e Unresolved

New

e Unresolved

Device Management e Data Leak Detection

Detected at

10:40 11/03/2025

10:40 11/03/2025

10:40 11/03/2025

10:40 11/03/2025

10:40 11/03/2025
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CyStack

cystack.net

What Makes CyStack Different ?

As both security experts and software developers, we understand how systems
are designed, built, and exploited - enabling us to identify risks with precision

Technology-Driven Security Management

A centralized platform that helps you:

e Manage vulnerabilities and track remediation progress
e Monitor in real time with Al-powered insights
e Ensure transparency, consistency, and maximum risk control

= Empower leaders with full visibility and faster decision-making

Community-Powered Security

WhiteHub - Vietham'’s leading bug bounty platform with 4,000+
experts:

e Connect businesses with a high-quality security community
e Detect and fix vulnerabilities 3.5x faster than traditional
methods

e Tailor programs to fit each company’s unique needs

= Leverage diverse expert communities for faster, better fixes

_—

{7
SO

Hack & Dev Expertise Combined

We merge hacker mindset with developer experience:

e Understand systems like developers, uncover real-world risks
e Deliver practical, operation-ready solutions
e Go beyond reporting issues to ensure your business runs safely

= Turn security into business value with less disruption and cost

World-Class Security Experts, Proven Impact

Our cybersecurity team is globally recognized for their proven
expertise:

e Speakers at top security conferences: BlackHat USA,
CYBERSEC, and more

e Featured in the Hall of Fame of IBM, Microsoft, NASA, D-Link,
and others for uncovering critical vulnerabilities

e Experience securing organizations across multiple industries

= Achieve real results with proven, hands-on security experts

08
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Customer Success Story with CyStack’s Security Services

y 01 / Challenges 02 | Deployment Scope
"\
AGRIBANK
As a bank with a large-scale distributed system, Agribank faces Q) Web & API Applications

multiple challenges in securing both business applications
and operational infrastructure

Agribank is Vietham'’s largest
state-owned commercial bank,

e |Internal Management Systems & Portals
» Bilateral Payment System

Securing custom, third-party-integrated applications e IPCAS Interbank Connection
ranked among the Top 200 " o |
lobal b K d a Kk b Auditing large, distributed infrastructure Q0 System Infrastructure
OoPDal PANKS and a Key membper
9 y Reducing network exposure from open services o Servers & Operating Systems (Linux/Windows)

of the Vietnamese banking Big
Four.

o Network Devices & Segmentation
o Database Servers (DB Servers)

Automating regular vulnerability scans

CRCRXCACXC,

Detecting hidden logic and configuration flaws

With over 2,300 branches,
40,000+ employees, and 20+

million customers, Agribank 03 [ CyStack’s Solutions 04 [ Results
plays a pivotal role in rural
finance and leads the digital CyStack partnered with Agribank to conduct hands-on security Detected and resolved Critical vulnerabilities before exploitation

testing and hardening for critical applications and infrastructure,

transformation of Vietnam’s meeting banking industry security standards

banking sector.

70% reduction in attack surface through real-world

attack simulations
Penetration Testing

@ 50% savings in time and cost for infrastructure fixes

100% systems passed CyStack’s security certification, supporting

Q

Q Infrastructure Hardening
Q . . s
= audits and compliance validation

Vulnerability Scanning



https://www.agribank.com.vn/

CyStack

Customer Success Story with CyStack’s Security Services

a d 01 [ Challenges 02 | Deployment Scope
dzcard must maintain an extremely high level of security across CyStack has strictly secured dzcard'’s card issuance core systems,
its entire production and operations chain. which handle sensitive data and connect directly to global payment

dzcard is among the Top 10
global smart payment card

@ Secure connected systems from advanced cyberattacks hetworks, including:

) ) via supply chain and embedded software Q) System architecture
prowd.ers, with over 50 yielie of @ Detect and fix security flaws early Q0 Key management
+
ex'p.erlence, producmg 65 @ Prevent fraud, cloning, and tampering in card production U0 Update pipeline
million car.ds annua”y' a.nd @ Meet global standards for card issuance Q0 Desktop-integrated hardware apps
presence in 40+ countries. @ E : : .
nsure audit readiness and traceability

The company provides a wide
range of products such as

banking cards, EMV chip cards 03 | CyStack’s Solutions 04 / Results
I I
biometric cards, contactless
cards for banks financial Penetration Testing via Whitebox and Graybox approaches: @ 100% architecture reviewed early to identify weaknesses
) .
institutions govern ments. and C_) Whitebox Pentest: Detect business logic, cryptographic flaws, and harden security pre-deployment
I I

and boost PCI DSS compliance DCDR (Data Center Disaster Recovery) system designed

telecom pl’OVIdGI"S. to meet recovery standards, ensuring backup and fast restoration

Q Graybox Pentest: Simulate real-world attacks using user-level
access and threat scenarios Cryptographic flaws detected and fixed, enhancing

system security and performance

Q QO

100% PCI DSS compliance with system-level reporting,
clear risk classification & remediation



https://www.dzcard.com/
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Customer Success Story with CyStack’s Security Services

o One Mount

Founded in 2019 by Masan Group,
Techcombank, and Vingroup, One
Mount is Vietham'’s leading digital
ecosystem. It connects millions of
users and SMEs across retail,
fintech, and real estate sectors.

Key platforms:

e VinShop: B2B commerce
platform for convenience
stores.

e VinlID: Loyalty and e-wallet
application.

e OneHousing: Integrated
real estate platform.

01 / Challenges

O O 00 6

Keep up with rapid product evolution and ecosystem complexity

Detect security gaps internal tests may miss by leveraging hacker
perspectives

Test in live production environments to reflect real-world risks

Respond instantly to new vulnerabilities via
continuous monitoring

Meet global standards (e.g. PCI-DSS) for user data
and integrated financial services

03 | CyStack’s Solutions

@)

Managed Bug Bounty with 4,000+ vetted researchers via
WhiteHub

Rapidly detect real-world threats in production, validate fixes, and
ensure transparency through expert triage

02 | Deployment Scope

One Mount’s key platforms need to address critical security risks
at scale.

QQ VinID: A loyalty and digital wallet app for WinMart/WinMart+
customers, enabling point accumulation, cashless payments
through VinID Pay, and bill/mobile top-up features

Q) VinShop: A B2B platform supporting small retailers with
supplier access, flexible ordering, convenient payments,
and promotional programs

04 / Results

3,5x more critical issues detected vs. traditional pentests
< 48 gio6 to identify and resolve first critical vulnerabilities

100% of issues remediated with clear guidance

ORORORG,

$380 avg. cost per critical bug - significantly lower than global
breach costs (~$4.45M, IBM 2023)


https://onemount.com/
https://onemount.com/
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Customer Success Story with CyStack’s Security Services

‘. CELLFRAME

Cellframe is a next generation
European blockchain platform
featuring quantum-resistant

security.

It enables fast, secure
decentralized application
deployment and is trusted by
governments and enterprises in
telecommunications, finance,
and loT.

01 / Challenges

Cellframe faced several critical security challenges before launch:

O

O 00 O

Conducting mandatory security audit within 2 weeks

Verifying quantum-resistant protocol and cross-chain
compatibility

Detecting vulnerabilities in customized source code
Simulating account takeover attacks to assess systemic risk

Ensuring scalability, compatibility, and cross-chain integration
without compromising security

03 |/ CyStack’s Solutions

CyStack deployed a complete security strategy,
combining expert-led audits with crowdsourced testing:

In-depth Smart Contract Audit performed by CyStack's elite team

Managed Bug Bounty program on WhiteHub, engaging 4,000+
vetted researchers

Blockchain protocol audit and testing

02 | Deployment Scope

CyStack delivered end-to-end protection across key components

of the Cellframe platform:

Q) Open-source blockchain framework

QQ Al modules and consensus algorithms

Q) Smart contract logic and blockchain protocol configuration
Q) Frontend applications integrated with blockchain interfaces

Q) Control infrastructure, firmware, and loT hardware

04 / Results

94% of reported issues accepted
24% of findings classified as Critical/High
<48 to identify and address the first critical issue

100% of confirmed vulnerabilities were remediated

QOO

$78,500 in bounties awarded within 2 weeks - driving active
participation from top security researchers


https://cellframe.net/
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Leading Contributions to Security Communities

viettel

Viettel is Vietham’s largest telecom and
technology group, leading the mobile
market (~60% share).

The company operates in 11 countries
across three continents:; its international
arm serves 90M+ customers and ranks
No. 1in 7 of 10 overseas markets.

In Vietnam, Viettel has been
repeatedly recognized by Ookla as the
No.1 provider for mobile network speed
and fixed broadband, underscoring its
leadership across core digital
infrastructure.

01 / Challenges

Viettel owns many different software and technology solutions

O

© 0 O

Large attack surface, with many layers of infrastructure and
services such as telecom, |oT, digital applications,...

Risk of supply chain attacks and dependence on third parties

Internal solutions operate continuously, with a large daily active
user base and no downtime allowed

Pressure to comply with information security requirements

03 | CyStack’s Contributions

CyStack’s security experts contributed to the discovery and
support of vulnerability remediation for Viettel

Q

Q

©

Directly searched for and tested vulnerabilities across many of
Viettel's platforms (ePass, Viettel Cloud, Viettel Money,...)

Reported new vulnerabilities through Viettel Corporation’s
bug bounty platform

Supported the provision of PoC, validation, and retesting for
the software development teams of Viettel Group

02 | Deployment Scope

Detecting vulnerabilities across Viettel’s platforms

Applications and platforms on mobile devices

Viettel Corporation’s services and digital platforms
Cloud ecosystem or Internet-facing assets
Vulnerabilities related to Viettel's software supply chain

Firmware infrastructure and loT hardware

58888

04 / Results

#1 security expert team on the platform

~90 vulnerabilities were accepted by Viettel, with extra new
vulnerabilities continue to be discovered

(¥) 1800+ contribution points

@ 100% of confirmed vulnerabilities were remediated


https://viettel.com.vn/vi/

CyStack

Your Trusted Security Partner

CyStack is more than a product or project-based vendor. We are your long-term security partner -
from consulting and roadmap design to implementing optimized solutions for data protection
and system security. So you can focus on growth with confidence and peace of mind.

Book a free consultation with CyStack today

CySthk Head Office Canada Office

© Tan Hong Ha Complex, 317 Truong Chinh © 2376 Dundas St W, Toronto, Ontario
Street, Phuong Liet, Hanoi, Vietham M6P OC1, Canada

Q (+84) 247 109 9656 Q (+1) 437 361 5461




