CyStack

Bdo vé dir liéu Kiém thtr & Danh gia bao mat Van hanh an toan
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Ngan chan cac moi de doa so,
bao vé doanh nghiép 24/7

CyStack giup phat hién sdm 16 hong, bao vé dit
liéu, va dam bao van hanh an toan - dé ban yén
tam tap trung vao tang truong

Dat lich tu van mien phi
voi CyStack ngay hédm nay




CyStack

Gioi thiéu vé CyStack

CyStack la céng ty an ninh mang ndi bat tai Ddng Nam A, dugc biét Thanh vien cua

dén vdi nang luc nghién ctru, ddi madi sang tao, va cac giai phap dugc

tin dung badi cac té chirc, doanh nghiép hang dau. v NCA (/)

Chung t6i cung cap cac san pham - dich vu chuyén sau vé 3 nhém:

Bao vé dirliéu = Kiém thir & Danh gia bdo mat  Van hanh an toan
Chirng nhan quoc té

Cot moc phat trién
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da mad rong vai chi nhanh tai
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chuyén gia dich vu va san pham vé bao méat
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Chinh phu

Da dang khach hang tu
doanh nghiép quy mo vira dén tap doan Ion nhat Viét Nam
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https://cystack.net/vi/projects 
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Hiép hoi Phan mém va Dich vu Cong nghé th n Ca U @ - @/ Uber
eloitte
thong tin Viét Nam (VINASA)
e San pham céng nghé xuat sac, xép hang 5 sao anO’ dogg gop’trong Xlec Rhatx hl?,n va
(Giai thudng Sao Khué) cong bo co trach nhiem cac 16 hong {:’2 = AT&T servicenow.
bao mat nghiem trong trong cac san o
(Make in Vietnam) pham va dich vu quan trong
B Thong tin & Truyén thong Viét Nam Q @ TreliX D-Link
e San pham cbéng nghé s6 xuat sac trong linh vuc tai chinh, ngan
hang, thuong mai, dich vu. e Booking.corn

e San pham sd xuat sac cho thi truong nudc ngoai

(Make in Vietham)
BO Thong tin & Truyén thong Viét Nam A . ,
e San pham coéng nghé sd xuat sac cho thi trudng nudc ngoai Tha m Iua n tal CaC

e San pham sé xuat sic cho xa hoi s6 o O
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e San pham chuyén dadi s6 xuat sac

c2.Fl ‘e, FIDO APAC
Hiép hdi An toan théng tin Viét Nam (VNISA) EE mrosee |87 SUMMIT CYBERSEC 2025
e San pham an toan thong tin trién vong xuat sac
o Nén tang ATTT tiéu biéu cho Chuyén doi s6 T2FI FIDO APAC Taiwan CYBERSEC

e Dich vu ATTT tiéu biéu
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Rui ro mang dang am
tham de doa doanh
nghiép moi ngay!

D{r liéu la huyét mach, hé thong la xuong séng
cla doanh nghiép, bat ké quy moé. Nhung moi de
doa thi xuat hién & khap noi, tr ca bén trong va
bén ngoai.

®
Nhan vién gay ro ri
® dir liéu nGi bd
hé théng

N

cystack.net

Cac giai phap tir CyStack

CyStack khong chi mang dén cong nghé, ma con la nguodi dong hanh dang tin cdy cua
doanh nghiép. Chung toi tu van gidi phap t6i uu va trién khai tron goi: tir phong ngtra,
phat hién, dén ing phd - gitp ban Iam bao mat dung cach va hiéu qua.

Danh gia & Kiém thir bao mat

Pentest Red Teaming
Kiém tha xam nhap M6 phong tan cong

CyStack VulnScan
Quét 16 hong tu dong

Danh gia Blockchain

Danh gia smart contract va protocol

WhiteHub Bug Bounty

Nén tang san 16i nhan thudng

Danh gia ha tang
Danh gid ha tang CNTT

S C

/
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Bao vé dir liéu

Locker .
R , Data Leak Detection
Phan mém quan ly mat khau S e A s s e ia
Phan mém phat hién ro ri di lieu

va dir liéu bi mat

CyStack Endpoint

Phan mém quan Ii thiét bi ndi bo

Van hanh hé thong an toan

soC Y Quanlylohong DPao tao Diéu tra s6
Trung tdm diéu hanh -L% bao mat Nang cao nhan thirc XU ly cac su co

an ninh

©
O

bao mat S&n 16 héng lién tuc & quy trinh

4 N\
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Cac giai phap tu CyStack

Kiém thi & Panh gia bao mat

>

Phat hién 16 hong, danh gia rui ro, va kiém thutr hé théng tir ha tang dén

ma nguon - giup doanh nghiép chu d

D>,

@ Kiém thi' xam nhap (Pentest)
M6 phdng cac cudc tdn cong mang thuc té
vao ung dung, API, ha tang cloud, hodc hé
thong ndi bo dé phat hién 160 hdng trudce khi
hacker kip khai thac

Nén tang sin 16i nhan thugng
7 (bug bounty) WhiteHub

K&t n6i doanh nghiép véi cong dong 4.000+
hacker mi trang uy tin d& nhanh chdéng phat
hién 16 hdng bao mat, dam bao két qua tdi uu
vdi chi phi hgp ly

Phan mém quét 16 hong
CyStack VulnScan

Tu dong phat hién va canh bao 16 hdng trén IP,
website, may chu, va tai nguyén dadm may, tich
hop vao CI/CD va bao cao theo thdi gian thuc

N

ong bao vé trudc khi bi tan cong

Red Teaming

M6 phdng céc cudc tan cong tinh vi nhu
hacker APT thuc thu, nham kiém tra kha nang
phat hién, phan irng, va phong thu da 16p cua
hé théng

@ Panh gia blockchain

Danh gia va ra soat ma nguoén toan dién cho
smart contract va giao thuc blockchain, phat
hién 10i logic, van dé phan quyén, va 16 héng
bao mat

@ Panh gia ha t

Ra soat chuyén sau thiét ké mang, cau hinh hé
thong, firewall, cloud, va cac diém dé bj tan
cobng trong ha tang CNTT dé phat hién rui ro

>,

ng

Whl-l-eHUb Chuong trinh  Leaderboard  Hacktivity

Hackme

Hackme 1a mét doanh nghiép cng nghé chuyén phat trién cac hé thdng quan Iy ni bé cho
doanh nghiép vira va nhé. V&i nhu cau kiém tra mirc d an toan truére khi trién khai san phdm ra
thi trudrng, Hackme da Iyra chon nén tang WhiteHub dé trién khai churong trinh bug bounty dau
tién ctia minh.

THONG TIN CHUNG

Quy dinh chung

Ban da dat 0/1 yéu cau cua chuong trinh nay. Vui long hoan thanh cac yéu cau con lai dé co thé xem ndi dung chi tiét.

Trao thudng

Murc dd nguy hiém Trao thuwéng
4 Diém 60,000,000 VND
cAO 3 Diém 40,000,000 VND

Tao chuong trinh cla ban Bang nhap

Gilri bao céo

M Diém - 20,000,000 VND

DBanh déu

Q Alex Nguyen
U\ vlra gUii bdo cdo 16 hdng Thuec thi

ma tir xa

Diéu kién tham gia

@ Xac minh gidy to ty than

Chia sé

Pang ky

05:27PM @

WhiteHub

TRUNG BINH ¢/

Phdn tich 16 héng theo tai sdn

Xem céc tai san da dudc kiém thi va mic dd nghiém trong cua cac 16 héng dudc phat hién trong qua trinh
kiém tra xdm nhap.

Déi tugng S6 lugng
Tién ich md réng 13
Hub
Ung dung Android 4
Khac 2

Cdc logi ridi ro va mic dé nghiém trong

Phén loai cac rti ro da xac dinh theo nhém va muc dé nghiém trong dé hiéu ré hon vé tac déng ky thuéat.

L3 héng S6 lugng Mc dé nghiém trong

Command Injection 5 @@
Server Side Template Injection 4 (o032 1o]
Stored XSS 4 (o) 2] 1]
Security Misconfiguration 3 (oo 2] 2 0]
Cross Site Request Forgery 2 (o]0 o]
Insecure Direct Object Reference 1 (1 o]lo]

@ NGHIEM TRONG @ CAO @ TRUNG BINH

@ THONG TIN

CHUA PHAN LOAI

THAP
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Cac giai phap tir CyStack
Bao vé dir liéu

Bao vé thiét bi dau cudi, kiém soat truy cap, quan ly mat khau, gidm sat va phat hién ro ri dir liéu

: Data Leak
g Endpoint Detection

Phan mém quan ly thiét bi noi bo Phan mém quan ly mat khau va dir liéu bi mat Phan mém phat hién ro ri dir liéu
Quan ly tap trung thiét bi, giam sat hoat dong ngudi dung, Quan ly mat khau, API key, token, va secrets cho ca nhan, Giam sat theo thaoi gian thuc dé phat hién dir liéu nhay cam bi

~ .

kiém soat truy cap, va bao vé di liéu trén may tinh, laptop, va doanh nghiép, va lap trinh vién véi kho Iuu trir ma hoa, chia sé ro ri trén dark web, dién dan hacker, va cac nguén cong khai;
r

cac thiét bi di dong an toan, va kiém soat truy cép chi tiét ho tro xur ly dir liéu

\

2

® run.bash

@ Ban kh6ng thé sao Chép tép néy sang USB # Get and set secrets via Locker CLI

7 O > Quinlititsi > Thietb ) [ . b e | locker secret get --name=MYSQL_PASSWORD | mysql -h acme-
| ] ’ ’ - s . Ar . ~ e . PORETYN v at d | / C I o / At A D{r Lié
CyStack do chinh s&ch chan céc thiét bj luu trir ngoai ghi dit liéu @ cuiniymatind ho Luu Trtr / Tét Ca DarLieu db.com -u admin -p

e Danh sach thiét bj trong doanh locker secret create --key=MYSQL_PASSWORD --random-value Téng quan RPN | Them tirkhod
g Tat ca gidi phap : & Kho luu trif

~, > yeopen
Tat ca dir liéu , . , v ,

: Téng hop bdo cdo vé cac ro ri dir liéu lién quan dén tir khda cla ban.
Bang dieu khién Hé dieu hanh (0S) + Phén loai tai san + Nhan + Q Tim kiém 3 Thu muc Téng: 220

Phat hién ro ri dir liéu Téng quan

# Inject secrets as environment variables into commands

locker secret run --environment dev --command "python
Tai san [ Trinh xac thyc manage.py runserver"
0os Phién ban hé diéu hanh

Thai gian ghinhan 4
:)’;‘am Ngui sé hitu Loai tai san 1P néi bd
. o€ Chia sé

@ BINH-PC == Windows 11 Pro 2 (O NguyénVanBinh  Canhan 192168.1.97 Kinh doanh | +3 1 Email rié RO ri dir liéu theo phén loai Tur khoa
Email riéng tu Thoi diém tao Thoi diém cap nhat Hanh déng

L6 héng bao méat

Phat hién ro ri dir liéu
2 A SN ai 3 Thém va xac minh tir khda dé phat hién ro ri dit liéu lién quan. Céc tir khoa da xac
® THANH129 ' macOS 14.4.1 (@  Duong Thanh Doanh nghiép  192.168.1.116 Marketing ~ Design ©® céng cu bao mat Tiktok Tai khoan P = s q

Du an e Grevt 8 thang trudc 2 thang trudc ® g : minh s& dugc quét ty dong.
nna_Greyham 5 naUB
3 caidat M3 ngudn

Méahoa 6 cing  Dang bat N - Facebook Nhap ti kho
. | D 625 Nha san xut Apple Inc. e : 3 : . Q Nhép tlr khod
N . 10 thang trudc 1 ngay trudc :
Endpoint Dung lugng 247 GB kha dung 1 Thung rac Isabell_Schneider@gmail.com 9 9ay ® d

Phién ban agent 5.9 Phan cing MacbookPro17,1

,
" — N L . o\ " #whitehub.n
Téng quan ({3 Lan cudi dang nhap mét gid truéc RAM QOED S6 seri C02G6D9H8IY7 Instagram 1 théng trute T g : RO ri theo murc d6 nghiém trong Ro ri theo trang thai tehub.net
o o Dia chi MAC 3C:5ABATESF Gunner_Wisozk@gmail.com : > GG
) PRTHRE Vitri Hanoi, Vietnam o cPU Apple M1 ) )
Thiét bi ) Trello . ® 20% Nghiém trong 20% Mdi

8 thang trude 1ngay trude a e 35% Cao 35% Dang phan tich

Whatsapp 10% Trung binh 10% D3 xtr ly ® Géi doanh nghigp
7 tha 3 1tus . : . ' 1 )
Ibrahim_Lynch97@yahoo.com thang trude tuan truoe @ . 12% Thap ® 12% Chua xur ly #locker.io

18% Thong ti 18%Trung 13
Wordpress % Thong tin 6Trung lap

Ngén chan ~ R L Missouri.Mohr@yahoo.com 3 ngay truce 3 ngay truce a 5% Chua dénh gia 5% T chéi
LAPTOP-J182 Windows 10 Pro Nguyén Hoang Ca nhan 192.168.1.93 #tukhoakhac
s A s Steam _ N
Bao vé dir ligu 1 gios trude 1 gi trude a :
N . . Abigayle_Armstrong19@gmail.com N N — -
TRUNGHK mac0S 15.1.2 Hoang Kién Trung Doanh nghiép  192.168.1.34 Marketing ~ Content Tén mién bi ro ri nhiéu nhat . .
i : Cap nhat
Spotify , ) , ) . B B
8 thang trudc 8 thang trudc @ :
. PR P Oma_Hoeger@gmail.com .
HUNG-PC Windows 10 Home D6 Chi Hung Ca nhan 192.168.1.144 Nhansy Talent 1. acme.com 572 rori . app.acme.io N . 5 3
Slack 0 ro ri méi dugc phat hién trong lan quét gan nhat
p ol 6 thang trudc 6 thang trudc a : X © 1i trude
~ ¢ . a atheryn_Gorczany@gmail.com i -
{§} Thong bao YENNHI-PC Windows 11 Home Nguyén Yén Nhi Cé nhan 192.168.1.22 Thanhtra +5 J ' v@g 2. acme.org 518 rori . staging-acm...

Reddit

5 1 nam trude 8 théng trude u : 3. acme.net 463 rori #tukhoakhac
H ol 45@gmail.c . . .
5] o trg LAPTOP-K927 Windows 11 Home Béo Han Doanh nghiép  192.168.1.66 Backoffice ~ Admin Delphine4S@gmail.com |

#cystack.net Xac minh quyén sé hiru >
Xem chitiét 7 Emilia.Abshire36@yahoo.com
Nhan vién

Chinh sach LAPTOP-TVC Windows 10 Home 1 (O Tran Van Cutng Cé nhan 192.1681.212
o G6i mién phi

Verify ownership >

3 tlr khoa can xac minh

1l khoa can gia han trong thang nay Quanly géi A2
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Cac giai phap tu CyStack

Van hanh an toan

Cung cép dich vu giam sat 24/7, quan ly 16 hdong, ing phd su c6,
va dao tao - giup doanh nghiép duy tri trang thai an toan lién tuc

() - F R L R
Quan ly 16 hong

Phat hién, phan loai, uu tién, va theo doi xtr ly
16 hdng bao mat lién tuc, két hop bao céo tién
do theo thdi gian thuc, gilp giam ruiro va
tdng toc do xur ly

Piéu tra so

Phan irng nhanh khi cé su ¢6 an ninh mang va
diéu tra chuyén sau dé truy vét nguyén nhan,
diém xam nhap, va hé thong bi anh hudng

Trung tam diéu hanh
bao mat (SOC)

Gidam sat 24/7, phat hién moi de doa, va phan
irng su cO theo thai gian thuc véi quy trinh
phan tich log, xtr ly canh bdo, va diéu tra
chuyén sau

bao tao
Dao tao bao mat thuc tién cho nhan su k¥
thuat va phi ky thuat: I1ap trinh an toan, nhan
dién phishing, xtr ly su c0, va cac kién thirc
nén tang khac

r

[ Su ¢6 bao mat Téng quan

Tong quan

£ Thei gian: 1ndm qua v

Su cd theo trang thai

Su c6 theo murc dd nghiém trong

2025
120

® Nghiém trong e Cao e Trung binh Th3p e Thongtin e Chua déanh gia

60 | | .
® 20% Da quan ly 30
45% Chua quan ly
0
o A
35% Khong r5 m 2 T3 T4 15 6 17 T8 9 T10 ™ T2

Su cd theo phan loai

2025
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0

® L6 héng bao mat e Vipham chinh sach RO ri dit liéu

B

Thang 1 Théng 2 Thang 3 Thang 4 Théang 5 Théang 6 Thang 7 Théang 8 Théang 9 Oct Nov Dec

cystack.net

( A
Thoigian xtrly s . L
Su c6 theo nguén bao cao
by
0, 5 ngay 2025 ® Bug bounty ® Pentest ® Quétldhdng © Quan Iy thiétbi e Phat hién ro ri dif lidu
” 2.200
MGi 2.000
1.800
1,600 /\ e
\ 1.400 >~
1.200 i~ .
1.000 /_\/\J ~ \——/_“J \/—
800 ~
600 / N> .
400
200 \/
0
Thang 1 Théng 2 Théng 3 Théng 4 Thang 5 Théng 6 Théng 7 Thang 8 Théng 9 Théng 10 Thang 11 Thang 12
Su ¢6 méi trong tuan qua
Tén sy cé Phan loai Ngudn Trang thai Phat hién ltc
01 SQL injection L6 hdng bao méat Quét 16 hdng Méi 10:40 11/03/2025
02 CORS L6 héng bao mat Quét 16 hdng © Dang phén tich 10:40 11/03/2025
03 Vipham bat & gidm sét Antivirus/EDR Vi pham chinh séch Quan ly thiét bj e Chua xir Iy 10:40 11/03/2025
04 RO ri dit liéu quan trong - acme.com.vn RO ri dit liéu Phét hién ro ri dit liéu Méi 10:40 11/03/2025
05 Vipham bat tudng Itra hé diéu hanh Vi pham chinh sach Quan ly thiét b e Chua xtrly 10:40 11/03/2025
Xemtatca
. J
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Diéu gi lam CyStack khac biét?

Vlra |a chuyén gia bao mat, vira Ia nha phat trién phan mém, ching t6i hiéu cach hé thong duogc thiét
ké, xay dung, va trién khai cling nhu cach chung bi khai thac, t&r d6 nhan dién chinh xac cac rui ro

Quan ly bao mat bang cong nghé
Nén tang tap trung giup:

e Quan ly 16 hong, theo doi tién d6 du an kiém thur
e Giam sat theo thdi gian thuec, tich hgp Al
e Minh bach, lién mach, kiém soat rui ro toi da

= Giup lanh dao cé cai nhin toan canh va quyét dinh nhanh

Bao mat cong dong

WhiteHub - nén tang san 16i nhan thudng (bug bounty) tién phong
va Ién nhat tai Viét Nam hién nay véi 4.000+ chuyén gia:

o Két n6i doanh nghiép téi cac chuyén gia bado mat chat lugng cao
o Phat hién & xtr ly 16 hong hiéu qua gap 3,5 Ian thong thuong
e Tuy chinh chuong trinh phu hgp tirng doanh nghiép

= Tan dung strc manh céng dong chuyén gia da dang géc nhin

/'_
{7
oo,

Két hop Hack & Dev

Chung t6i két hgp tu duy hacker va kinh nghiém phat trién phan mém:

o Hiéu hé thong sau nhu lap trinh vién, phat hién rui ro thuc té
o Dua ra gidi phap kha thi, t6i vu cho van hanh
e Khong chi bdo 16i ma con giup doanh nghiép va va chay an toan

= Bién bao mat thanh gia tri thuc tién, giam gian doan va chi phi

Doi ngli chuyén gia duoc kiém chirng
Chung t6i s& hiru d6i ngili k§ su bdo mat dugc céng nhan toan cau:

 Dién gia tai cac hoi thao hang dau: BlackHat USA, CYBERSEC,...

e Duogc vinh danh trong bang vang (Hall of Fame) cua IBM,
Microsoft, NASA, D-Link... nh& phat hién 16 hong nghiém trong

o Kinh nghiém bao mat cho cac doanh nghiép va té chirc da nganh

= Tuw van va thuc hién béi ddi ngii thuc chién, chuan quéc té
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Hiéu qua thuc té tir giai phap cua CyStack

AGRIBANK

Agribank la ngan hang thuong
mai nha nudc 16n nhat ca nudc,
thuéc Top 200 ngan hang toan
cau va la thanh vién chu chét cla
Big 4 nganh ngan hang Viét Nam.

Véi hon 2.300 chi nhanh,
40.000+ nhan su va 20+ triéu
khach hang, Agribank dong vai
tro then choét trong tai chinh
nong thon va tién phong chuyén
doi s6 trong linh vuc.

071 / Thach thic

La ngan hang c6 hé thong phan tan quy mo Ion, Agribank doi mat voi
nhiéu thach thirc trong viéc dam bao an toan cho ca trng dung
nghiép vu lan ha tang van hanh

Bao vé irng dung tuy bién cao, tich hgp bén thi ba

Danh gia ha tadng phan tan quy mé Ién

Giam rudi ro mang tur dich vu mé cdng va phan ving mang
Tu dong hda kiém tra 16 hdng dinh ky

Phat hién |6 hong tiém an, dac biét |1a 16i logic, sai phan quyén va
cau hinh sai trong hé théng phtrc tap

CRCRXCACXC,

03 | Giai phap tir CyStack

CyStack déng hanh cuing Agribank kiém thtr thuc chién va cting co
bao mat, dap irng tiéu chuan an ninh thong tin nganh ngan hang

(O Kiém thir x&m nhap (Penetration Testing)

() Cung cod ha tang (Infrastructure Hardening)

O Quét 16 hng tu dong (Vulnerability Scanning)

02 / Pham vi trién khai

Q) Ungdung Web & API

e Hé thdong quan ly & cong ndi bd
e Hé théng thanh todn song phuong
e Hé thong IPCAS lién ngan hang

Q0 Hatang hé théng

e May chu & hé diéu hanh (Linux/Windows)
o Thiét bi mang & phéan vung hé théng
e May chu co s& dir liéu (DB Server)

04 | Két qua

Phat hién va xtr ly nhiéu 16i nghiém trong trudc khi bi khai thac

Giam 70% nguy co bi tdn cdng mang nhd md phong kich ban

9,
9,
tan cong thuc té tur hacker
9,
9,

Tiét kiém 50% chi phi va thoi gian xtr ly su ¢6 ha tadng nhd toi uu
cau hinh mang, phéan vlung va truy cap

Dam bao 100% hé thdng dat ching nhan kiém th bao mat
tir CyStack, phuc vu kiém toan va chirng minh tuan thud


https://www.agribank.com.vn/
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Hiéu qua thuc té tir giai phap cua CyStack

O dzcard

dzcard thudéc Top 10 nha cung
cap the thanh toan théng minh
hang dau thé gidi, véi hon 50
nam kinh nghiém, san xuat hon
65 triéu thé moi ndm, va hién
dién tai 40+ quoc gia.

Cong ty cung cap da dang san
pham nhu thé ngan hang, thé
chip EMV, thé sinh trac hoc, the
khong tiép xuc cho cac ngan
hang, t6 churc tai chinh, chinh
phu, va nha mang vién thong.

071 / Thach thic

dzcard phai duy tri mirc do bao mat cuc ky nghiém ngat trén toan
chuoi san xuat va van hanh.

(1) Bdo vé hé thdng két ndi khoi cac cudc tan céng nang cao
nhu chudi cung rng va phan mém nhung

Phat hién va xtr ly sém 16 hdng bao mat
Ngan chan gian Ian, sao chép thé, va tan cong vat ly
Tuén thu céac tiéu chuan bao mét quoc té

Duy tri kha ndng kiém soat va truy vét

CACXCRC,

03 | Giai phap tir CyStack

Kiém thtr xam nhap (Penetration Testing) véi 2 cach thirc:

O Whitebox Pentest: D& phat hién sém 16i logic, cau hinh sai,
va thuat todn ma hda yéu, ho trg danh gia PCI DSS ciling nhu
tdng cuong bao mat tur giai doan phat trién

() Graybox Pentest: D& kiém tra ludng nghiép vu, quyén truy cap va
mo6 phdng tan cong thuc té

02 / Pham vi trién khai

L6i hé thong phat hanh thé tai dzcard dé xur ly dir liéu nhay cam va
két noi truc tiép voi chuoi thanh toan toan cau

Thiét k& kién truc hé théng
Hé thong quan ly khoa
Hé thdng quan ly thé

5888

Ung dung desktop tich hop thiét bi phan ciing

@ 100% kién truc hé thdng duoc ra soat tir dau, phat hién sdm diém yéu
va t0i uu phuong an trién khai bao mat trudce khi dua vao van hanh

@ Hé thong DCDR (Data Center Disaster Recovery) dugc
thiét k& dat chuan, dam bao kha nang sao Iuu va khoi phuc
trung tam di liéu khi xay ra su cd

@ Phat hién & khac phuc diém yéu trong ma hda, uu tién thanh phan
mat ma hoc, gilp tdng cudng an toan va hiéu qua hé thdong
100% kiém thtr dap trng PCI DSS vdi bdo cdo day du theo
tirng hé thdng, co log, phan loai rdi ro va hudng xur ly rd rang


https://www.dzcard.com/
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Hiéu qua thuc té tir giai phap cua CyStack

o One Mount

Thanh Iap ndm 2019 bai Masan
Group, Techcombank va
Vingroup, One Mount Ia hé sinh
thai cong nghé hang dau

Viét Nam, két n6i hang triéu
nguoi dung va doanh nghiép nho
trong cac Iinh vuc ban le, tai
chinh va bat déng san.

San pham chién lugc:

o VinShop: Nén tang B2B cho
tap hoa

e VinID: Ung dung tich diém &
vi dién tur

e OneHousing: Nén tang bat
dong san tich hop

071 / Thach thic

Theo kip t6c do phat trién va do phuc tap hé sinh thai

©

Phat hién 16 hong tlr nhiéu gdéc nhin hacker, vugt qua
gidi han kiém thir ndi bd
Kiém thur truc ti€p trén production, phan anh rui ro thuc té

Giam sat va xu ly lién tuc cac 16 hdng méi

© 00

Dap ing chuan bao mat quoc té véi dir liéu ngudi dung va
dich vu tai chinh

03 | Giai phap tir CyStack

Q Quan ly chuong trinh sén 16i nhan thuéng (Managed Bug Bounty),
véi doi ngli kiEm thir 4.000+ chuyén gia bao méat dbc Iap.

(O Giai phap gilp phat hién nhanh céac 16 hdng nghiém trong trong
moi truong thuc té€, giam thdi gian phan tich code, tdng gdéc nhin
tan cong va dam bao xac minh, phan loai |6 hGng minh bach, hiéu
qua

02 / Pham vi trién khai

Cac nén tang chui chot ciia One Mount can giai quyét cac rui ro
bao mat nghiém trong 6 quy mo Ién:

Q0 VinID: Ung dung tich diém, thanh todn khong tién mat théng qua
VinID Pay, ho trg thanh todn héa don, nap dién thoai va vu dai tai
WinMart/WinMart+

Q) VinShop: Nén tang B2B giup tap hoa ti€p can nguén hang
da dang, dat hang linh hoat, thanh toan thuan tién va
tham gia chuong trinh khuyén mai

04 | Két qua

@ 3,5x s0 16 hdng nghiém trong dugc phat hién so vdi pentest truyén
thong

@ < 48 gio Phat hién va xtr ly 16 hdng nghiém trong dau tién - rat ngan
dang k& so vdi thai gian trung binh 2-3 tuan trudgc day

) 100% 16 hdng déu dugc khac phuc nhanh chdng véi hudng dan chi
tiet

@ 10 triéu VND Ia chi phi trung binh d& tim mét 16 hdng nghiém trong
(Critical), thdp hon nhiéu so vdi tdn that trung binh do mot vu tan céng
gay ra (trung binh $4.45 triéu USD, theo IBM 2023)


https://onemount.com/
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Hiéu qua thuc té tir giai phap cua CyStack
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- CELLFRAME

e ©

Cellframe |la nén tang blockchain
thé hé mdi ciia Chau Au, véi kha
nang bao mat hau lugng tk, ho
tro 'ng dung phi tap trung nhanh
va an toan, dugc tin dung boi
chinh phu va doanh nghiép trong
vién thong, tai chinh va loT.

071 / Thach thic

Cellframe do6i mat véi nhiéu thach thirc bao mat quan trong truéc khi
ra mat:

Kiém thir bao mat bat budc trong 2 tuan

Xac minh giao thirc hdu lugng tir va tuong tac da chudi

Phat hién 16 héng an trong ma nguén ma& tuy chinh

M6 phong tan cong tai khoan dac quyén dé danh gia rui ro hé thong

Dam bao md rong, hiéu ndng va tuong thich da chudi
ma khéng giam tinh bao mat

CCICACXC,

03 | Gidi phap tir CyStack

CyStack da cung cap giai phap bao mat toan dién, két hop gilra kiém
th&r chuyén sau do chuyén gia thuc hién va chuong trinh kiém thir
cong dong:

Q Danh gia hgp dong théng minh (Smart Contract Audit)

Q Quan ly chuong trinh sén 16i nhan thudéng (Bug Bounty) qua
WhiteHub véi 4.000+ chuyén gia kiém duyét

Q Danh gia giao thirc Blockchain

02 / Pham vi trién khai

Bao vé toan dién cho cac I6p quan trong ctiia nén tang Cellframe:

58888

Khung blockchain ma nguén mad

Cac module Al va thuat toan hanh vi

Smart contract va cdu hinh giao thic blockchain

Ung dung frontend va tich hgp blockchain hudng ngudi dung

Ha tang hé diéu hanh, firmware va phan cing loT

04 | Két qua

QOO

94% bao cdo dugc chap nhan

24% 16 hong duoc phan loai Critical/High

<48 gio dé phat hién va khac phuc cac 16i nghiém trong dau tién
100% 16 hdng hop 1é dugc xur ly triét dé

$78,500 tién thudng duogc chi trong 2 tuan - thuc day
su tham gia clia cac chuyén gia hang dau


https://cellframe.net/
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Ddéng goép khdéng ngirng cho cdng dong bao mat doanh nghiép

viettel

Viettel |1a tap doan vién thong -
cong nghé I6n nhat Viét Nam,

dan dau thi phan di dong (~60%).

Doanh nghiép hién dién tai 11
quoc gia trén 3 chau luc; khoi
quoc té phuc vu 90+ triéu khach
hang va giir vi tri s6 1 ¢ 7/10 thi
truong.

Trong nudc, Viettel nhiéu ndm
lién tuc dugc Ookla ghi nhan
ding dau vé téc do mang di
dong va bang rong c6 dinh,
khang dinh vi thé #1 & cac mang
ha tang soé.

071 / Thach thirc

Viettel s& hiru nhiéu giai phap phan mém va cong nghé khac nhau

O

© 0 O

Bé mat tan cong rong, nhiéu Idp ha tang va dich vu khac nhau
nhu vién théng, 10T, cdc rng dung sd, giao thong,...

Nguy co tir tdn céng chudi cung ng va phu thudc bén thir ba

Cac giai phap ndi b hoat dong lién tuc, véi lugng ngudi dung
hang ngay (DAU) khdong ngirng tang

Ap lyc tuan thu lién tuc cdc yéu cau vé an toan thong tin

03 /| Dong gop cua CyStack

Cac chuyén gia bao mat ctiia CyStack da dong gop vao qua trinh
phat hién va ho trg va 10 hong cho Viettel

Q

Q

O

Truc tiép tim kiém va kiém thlr nhiéu nén tang, san pham va
dich vu cua Viettel (ePass, Viettel Cloud, Viettel Money,...)
Bdo cao 16 héng mdi qua nén tang San 16i nhan thudng (Bug
Bounty) cua Viettel

Ho tro cung cap PoC, thir nghiém va tai kiém th& cho cdc nhém
phat trién phan mém cla Tap doan Viettel

02 / Pham vi trién khai

Phat hién cac 16 hong trén cac nén tang cua Viettel

Ung dung va nén tang trén thiét bi di dong

Dich vu, nén tang so cua Viettel va doanh nghiép thanh vién
Hé sinh thai dién toan dam may hay tiép can vdi internet

Cac 16 hong lién quan dén chudi cung ing phan mém cua
Viettel

5 8888

Ha tang firmware va phan cung loT

04 | Két qua

#1 nhom chuyén gia bao mat trén nén tang

~90 16 hong dugce chap nhan badi Viettel va tiép tuc phat hién
thém cac 16 héng mdi

1800+ diém ddng gop trén nén tang Bug Bounty cua don vi

QQ

100% 16 hdng hop 1€ duoc xur ly triét dé sau khi bdo cdo dau
tién tlr cac chuyén gia bao mat cia CyStack


https://viettel.com.vn/vi/
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Poi tac bao mat tin cay cua ban

CyStack khéng chi cung cap san pham, dich vu theo du dn. Chung t6i dong hanh Iau dai cung doanh nghiép
nhu moét doi tac bao mat: tir tw van, thiét ké 16 trinh, dén trién khai giai phap bao vé dir liéu va hé thong téi uwu
- dé ban yén tam tap trung vao tang trudng.

Dat lich tu van mién phi véi CyStack ngay hom nay
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