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Secrets la g|’7

Ty lé secrets 10 lot secrets phan theo nganh
Trong lap trinh, "secrets” la cac thong
tin nhay cadm nhu mat khau, khéa API, PN Dich vuCNTT&
R _ . . . ’ Phat trién phan mém
token truy cap, hoac bat ky dir liéu (47.3 %)
nao ma ing dung hoac hé théng can
dé truy cap vao cac dich vu bén ngoai 06 nhan a0
(authorization) hoac dé xac thuc (3:2%) ga;*;)
nguoi dung (authentication). Viéc bao Ban I8 {T:;f;m@ng&eiém
~ z ~ R , (1.7 %) LT
vé cac secrets rat quan trong dé tranh
truy cap trai phép hoac 6 théng tin
- e Thuong mai dién R
nhay cam. M oz Blockchain

Marketing (3.2%)
(0.7 %)

Ngan hang, Tai chinh,
Bao hiém
(3.4%)

. Cham soc surc khoe
(1.4 %)

(*) theo Bao céo Tinh trang 16 lot secrets trén GitHub Viét Nam 2024, trén tong 2.37 triéu secrets [0 lot.




Cac sai lam nghiém trong thuong gap cua secrets

Noi lru

P6 nghiém tron Khuyén nghi
trir 2 nghi ong uy ghi
Phong nglra & xtr ly: str dung céng cu ra
Files lap L6 secrets trong file l4p tinh c6 thé dan dén xam nhap hé théng, mat soatma nguon, thu hOI,& thay .th;e
. 5.56% oA y . S secrets bij 1§, xda lich su Git khi can.
trinh dir lieu, hoac thiét hai tai chinh (nhu lam dung API). o 1 st .
Giai phap quan ly: Su dung cong cu
Secrets Manager.
e RUi ro bao mat cao: File config thudng dugc chia sé gitra cac mbi
trudng hodc doi nhém, dé dan dén ro ri néu khong dugc bao veé ky
(vi du: dé file config trong repo Git). Xoa file.
Files 93799 e TaNng nguy co tan cong: Secrets trong file config bi & cé thé bj khai Giai phap quan ly: Dung céng cu quan ly
config e thac dé truy cap trai phép vao hé thong, gady mat dit liéu hodc secrets chuyén dung.
chiém dung tai nguyén.
e Kho khan trong kiém soat: Khi file config bi sao chép hoac chia sé,
rat khé dam bao rang secrets khéng bi 16 ra bén ngoai.
File bien File .env dé bi 16 néu khong bao vé ky, dac biét khi vé tinh commit vao Xoafile. _
mOoi 0.62% g . s . A R Giai phap quan ly: Dung cong cu quan ly
. repo hoac may chu bi xam nhap. A
truong secrets chuyén dung.

(*) theo Bao céo Tinh trang 16 lot secrets trén GitHub Viét Nam 2024, trén tong 2.37 triéu secrets [0 lot.




Gidi thiéu vé trinh quan
ly dur Liéu bi mat Locker

+ New Secret

Trinh quan ly dir liéu bi mat Locker don | w
gian hoa viéc luu tr&r va quan ly cac dur S

liéu phuc vu vong doi phéat trién phan
mém (goi la secrets) nhu SSH key, API
key, mat khau co s& dir liéu... Nha phat
trién cé thé truy cap secrets thong qua
CLI va SDK lap trinh duoc tich hop vao
ma nguon cla du an.

Key Environment

OxdFD2vka9aDk93zI352hf618hk2362... Staging Production

THjTd195vfs5habJdS4hc73lbwt74F Ts... Staging Production

Tdx5naJF9Bswq3xbGjrcD6gsFg2574v... Staging

OsiwJeiv259vR4ka539bnSEb2bisvaw... All

v49fsiRSberiE3tGifs483iviapaVDbst3... Production




Y
Céch Locker SM hoat dong (D

Locker ma hda va luu trir secret vao mot kho dir liéu tap trung.

Céc hoat dong luu tri, truy xuat secret duoc thuc hién thong
ua CLI va cac SDK lap trinh, va duwoc bao vé, giam sat nghiém

: P - 7 8 S LOCKER

ngat thong qua nhiéu co ché bao mat. SECRETS
MANAGER

J)

Locker stir dung ma hoa dau
cudi (end-to-end encryption),
kién tric ma hoa khong théng
tin (zero-knowledge

| encryption) va ma héa dudng
@ Python W, dWS . glack truyén dé dam bao di lieu
Dung secret dé xac thuc cac (ng My : khoéng thé bi xam pham, ké ca
sune oon bdi nhém phat trién Locker.

NET et . Ewilio )
’ G'tHUb sendgrid Stl‘lpe

Java 2 CL

Google Cloud

ngon ngl va framework Iap trinh

& > Locker Server

Loy trir va truy xudt secret tir
may chu Locker

GO Go

Node,s



https://locker.io/vi/blog/locker-co-the-xem-duoc-du-lieu-cua-ban-khong
https://locker.io/vi/blog/locker-co-the-xem-duoc-du-lieu-cua-ban-khong

NGU CANH SU DUNG
SECRETS AN TOAN
VOILOCKER




&PNGU CANH SU DUNG

Truy xuat secret tir Locker

01-NGU CANH 02 - GIAIPHAP

Lap trinh vién can mot secret key dé xac thuc véi tng dung e Luu trir secret key vao Locker thébng qua giao dién web hoac

bén tht 3 nhung khong muén luu gia tri nay trong code dé SDK. ,

tranh gay mat an toan. e Truy xuat secret key trong qua trinh chay chuong trinh théng
qua SDK.

import os
from locker import Locker

locker_inst = Locker(
access_key_id=os.getenv('LOCKER_ACCESS_KEY_ID'),

secret_access_key=o0s.getenv('LOCKER_SECRET_ACCESS_KEY')

)

sentry_dsn = locker_inst.get('SENTRY_DSN')

print(sentry_dsn)

[34534519034723434




&P NGU CANH SU DUNG

Truy xuat secret theo moi truong str dung

01-NGU CANH
Secrets
Trong qua’ tr\lnh pha,t trlén phé\n mé‘m’ lép tr‘lnh Vlén secrets refer to sensitive infarmation such as passwords, API keys, database credentials, or any ather confidential data
. A A AN A Q , that is used to access and profect various resources in your etk i I
thuong thiét lap nhiéu méi trudng khac nhau
(dev/staging/production). M6i madi truong, secret Key Emianme "
can mét gié tri khac nhau cho cung 1 tén bién.
Mo Eey Value i1 Ermaronmant

02 - GIAIPHAP
import os

Locker cho phép luu trir cting from locker import Locker

mot secret key v&i nhiéu moi

truong khac nhau. Lap trinh vien SO oS Ry loy auEg Welol =Tol(

chi can truyén vao dung tén méi access_key_id=os.getenv('LOCKER_ACCESS_KEY_ID'),

trurong minh can. secret_access_key=o0s.getenv('LOCKER_SECRET_ACCESS_KEY"')

token = locker_inst.get('CYSTACK_TOKEN', environment_name='prod')

print(token)



&P NGU CANH SU DUNG

Luu secret trong qua trinh chay o

ng dung (dynamic secret®)

(]
01-NGU CANH E

*Dynamic secrets la cac secret duoc
tao ra tu dong va chi khi can thiét
trong qua trinh chay urng dung.

Chung khong tén tai trudce do, giup
tdng cuong bao mat bang cach giam
thiéu rui ro lién quan dén viéc str dung
cdc thong tin xac thuc coé dinh.

Cé nhirng secret can duoc luu va sir dung lai trong qua trinh chay
ung dung, day la nhirng secret chua duoc khai bao tur trudce.

02 - GIAIPHAP

Locker cho phép luu trir va truy cap cac secret bat ky trong qua
trinh hoat déng cua irng dung.




import os

from cryptoaraphy.hazmat.primitives import serialization

~ k) 2
from cryptography.hazmat.primitives.asymmetric import rsa a NGU CANH SU DUNG

from cryptography.hazmat.backends import default_backend
from locker import Locker

def generate_ssh_key_pair(bits=2048, passphrase=None):

Generate SSH key pair and return them as strings # Get public key
public_key = private_key.public_key()
Args:
bits (int): Key length in bits
passphrase (str): Optional passphrase to encrypt private key

# Serialize private key with optional passphrase
encryption_algorithm = (
serialization.BestAvailableEncryption(passphrase.encode())

if passphrase else serialization.NoEncryption()
Returns: )

tuple: (private_key_str, public_key_str)

# Convert private key to string

# Generate private key private_key_str = private_key.private_bytes(
private_key = rsa.generate_private_key( encoding=serialization.Encoding.PEM,
public_exponent=65537, format=serialization.PrivateFormat.PKCSS,
key_size=bits, encryption_algorithm=encryption_algorithm

backend=default_backend() ) .decode('utf-8')

# Convert public key to string

public_key_str = public_key.public_bytes(
encoding=serialization.Encoding.PEM,
format=serialization.PublicFormat.SubjectPublicKeyInfo

) .decode('utf-8"')

return private_key_str, public_key_str

Luu secret trong qua
trinh chay irng dung e R e

)

(dynamiC Secret*) private_key, public_key = generate_ssh_key_pair(bits=2048)

locker_inst.create(key="SSH_PRIVATE_KEY", value=private_key)
except Exception as e:
print(f"error: {e}")

locker_inst = Locker(




&PNGU CANH SU DUNG

Cép nhét secret mo nhét LOCKER SECRETS MANAGER G

01-NGU CANH

Khi mét secret bi thay doi do hét han hoac bi 1§, lap
trinh vién can cap nhat gia tri méi ma khong lam
gian doan cac rng dung dang su dung secret nay.

02 - GIAIPHAP

e Locker tu dong dong bo gia tri secret maéi dén
cac rng dung hoac dich vu dang s dung théong
qua SDK.

e SUrdung tinh nang théng béo cua Locker dé
canh bao lap trinh vién va cac bén lién quan vé
viéc secret da dugc thay doi (upcoming).

import os
from locker import Locker

locker_inst = Locker(
access_key_id=os.getenv("LOCKER_ACCESS_KEY_ID"),
secret_access_key=os.getenv("LOCKR_SECRET_ACCESS_KEY")

)

locker_inst.resttime = 120

secret = locker_inst.modify(key="YOUR_NEW_SECRET_KEY",
value="UPDATED_SECRET_VALUE",
environment_name="prod")

print(secret.key, secret.value, secret.environment_name)




&PNGU CANH SU DUNG

Tich hop vao qua trinh CI/CD

01-NGU CANH

Trong céc pipeline CI/CD, cac secrets can dugc sir dung dé
trién khai ing dung, két noi vai cac dich vu bén tha ba, hoac
chay cac bai kiém tra tu déng.

02 - GIAIPHAP

Theo doi lich st truy cap va cap nhat secrets dé dang ma khong
lam gidn doan pipeline.

export DB_PASSWORD=$(locker secret get --key DB_PASSWORD --env prod)

export API_KEY=$(locker secret get --key API_KEY --env prod)

echo "Connecting to database with password..."
docker run -e DB_PASSWORD=$DB_PASSWORD my-database-image

echo "Deploying application with API key..."
curl -H "Authorization: Bearer $API_KEY" -X POST https://api.example.com/deploy




&PNGU CANH SU DUNG

Kiém soat truy cap secrets

LOCKER SECRETS MANAGER G

01-NGU CANH

To chire can dam bao rang chi nhirng
lap trinh vién duoc uy quyén mai cé

W Secrets Manager @ *—|

quyén truy cap vao cac secrets quan ¢ Back Access Log

trong nhu APl keys hoac thong tin dang S

Information about actions and events made to secrets
access logs in my projects? =

nhap V‘ao database. @ Environmen ts Locker Access Key ID

£ Access Keys

No.

&F Access Log

02 - GIAIPHAP _— |

e Luu trir secret key vao Locker théng
qua giao dién web hoac SDK.

e SUrdung tinh nang phan quyén cula
Locker dé gan quyén truy cap cho tirng
thanh vién hoac nhém cu thé. 6

o Nhat ky truy cap hién thi théng tin vé
cac hanh déng va su kién duoc thuc
hién trén Locker CLI va Locker SDK doi
vJi secrets trong mot du an. :

Locker Access Key ID

IP Address

Client

Access Type

Access time

Location

Client

Locker Secret Py
Locker Secret Py

Locker Secret Py



Tinh nang cua
LockerSM e

Environment

Key

OxdFD2vka9aDk93zI3S2hf618hk236275vFEn...

1HjTd195vfs5ha6JdS4hc73lbwt74FTsbsr5ca...

1dx5SnaJF9Bswa3xbGjrcD6gsFg2574vaeRbs3...

OsiwJeiv259vR4ka539bnSEb2bisvaw4gad30...

v49fsjRSberiE3tGjfs483ivlapqVDbst3SR925

fdgEI492jbWgPvswq1075skdWgjsHgREGOvI2f

fdgEl492jbWgPvswq1075skdWgjsHgREGOvI2f

1Hkfs43VBE34ynkakvkrg60bskaeY8hfEBakF

New Secret

Key

A unique identifier or label to uniquely identify or
retrieve a specific secret

OxdFD2vka9aDk93zI3S2hf618hk236275vFEnWy...

Value

It represents the content of the secret and must be a
string

s ke s ook ok ke ok sk sk ok ok sk sk ok ok sk sk ok koo ok ok o sk sk ok ok

Environment

Where secret is deployed

All (default)

Cancel !

O1

Luu tr&r va quan ly secrets
duoc ma hoa.

03

Ho6 tro SDK lap trinh: vdi céc
ngon ngl lap trinh pho bién
nhu Python, Go, JS, C#

05

Kiém soat chia sé, truy cap
secrets cho thanh vién theo
trng cap do.

07

Tu déng phat hién secrets
duoc sir dung khéng an toan

trong ma nguon, tu dong thay

thé bang Locker SDK, va xoa
lich sur Git.

02

Phan loai secrets theo mbi
truong phat trién: dev, staging,
production...

04

Ho tro CLI: thuan tién cho quéa
trinh CI/CD va DevSecOps.

06

Kiém tra nhat ky truy cap qua
thoi gian, vi tri, dia chi IP cua
nguoi sur dung

08

Tu déng thay d6i khoa bi mat
dinh ky.




Tinh kha dung
cua Locker SM

Linh hoat va thich &'ng théng qua ho trg cac ngdén ngtr
lap trinh pho bién

® = © &

https://locker.io/




Gigi thiéu vé e

CyStack la cong ty an ninh mang

hang dau tai Viét Nam, duoc biét
a ‘ dén véi kha nang nghién cuu
chuyén sau va xay dung cac giai

phap tién phong vé bao mat.

San pham va dich vu cua chung
toi tap trung vao quan ly 16 héng,

PUOC TIN TUONG BO| phat hién méi de doa, bao mat
NHliE_‘U Té CHU’C LC’)'N cong doéng, va bao méat do liéu.

Locker l& mét san pham duoc
phat trién bai CyStack.

CAI(I Sendo AGB 2 mitsubishi.com

B9 AGRIBANK (o OpenCommerce () One Mount
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Locker Secrets Manager Locker Secrets Manager

Ban cloud Ban self-hosted tu trién khai va quan ly

& DPIEN THOAI WEBSITE
02471099656 https://locker.io/
& DIACHI & EMAIL
Toa nha Tan Hong Ha Complex, contact@locker.io

317 Truong Chinh, Nga Tu So,
Thanh Xuan, Ha NOi
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