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SafeChain: Dich vu giam sat on-chain

Bao vé 24/7/365 cho nén tang mang blockchain

Tong quan

Giam sat bdo méat on-chain la quéa trinh gidm sat hoat ddng trén mang blockchain dé phat
hién va phan héi moi méi de doa hodc vi pham bao mét tiém &n, bao gém viéc giam sat
céc giao dich déang ngd, cac hoat déng bat thudng hodc c6 gang khai théac cac 16 héng
trong mang. Muc tiéu cla giam sat bao mat on-chain la phat hién va phan ling trudc cac
méi de doa tiém an cang nhanh cang t6t dé bao vé tinh toan ven cla blockchain va céc
tai san dudc luu trir trén d6. Co nhiéu ly do khién viéc nay trd nén quan trong: Pay la
mang phi tap trung va khéng cé cg quan trung uang nao chiu trach nhiém dam bao tinh
bao mat cia mang. Mang blockchain minh bach va bat bién, cdng nghé blockchain ngay
cang cé gia tri va quan trong, cling vi vdy ma tin tac va nhiing ké xau trg nén dac biét
quan tdm va tim cach khai thac cac 16 héng trong hé théng. Thém vao do6, viéc sir dung
cac hgp déng thong minh trén cac mang blockchain cling lam tang nguy co vi pham bao
mat.

Giai phap cua CyStack

Lgi ich cua khach hang

» Phat hién méi de doa theo
thai gian thuc

« Phat hién sy giam gia
nghiém trong theo thgi gian
thuc

¢ Phan Ung tu déng déi véi vi
pham tiém &n

« Hb trg da chudi

« Phat hién Itra dao

Giai phap gidm sat on-chain cta CyStack, SafeChain, la mot gidi phap bado méat c6 thé mé réng, tdn dung cac cdng nghé tu déng

dé giam sat cac hoat dong trén blockchain, tap trung vao:

+ Phat hién méi de doa theo thgi gian thuc: SafeChain st dung céac thuat todn nang cao va kj thuat machine learning dé
phan tich hoat dong trong thai gian thuc cta blockchain, cung cdp cho khach hang cac cdnh bao gan nhu tuc thi vé bat ky
méi de doa hodc vi pham bao mét tiém an nao.

Phan ing tu déng: SafeChain cé thé dugc thiét 1ap cau hinh dé ty déng phan (ng véi cdc méi de doa bado méat nhu khéi
phuc giao dich hodc déng bang tai san, giam thi€u tac déng cua vi pham bao mat.

Giam sat tuy chinh: SafeChain c6 thé dugc tly chinh d€ dap (ing cac nhu cau cu thé trong méi trudng cua khach hang, cho
phép giam sat phu hgp va ing pho véi cac méi de doa tiém an.

Tuéan tha: SafeChain gilp khach hang tuan thu cac quy dinh va tiéu chuan bang cach cung cap cai nhin toan dién vé tat ca
cac hoat déng trén mang blockchain cua ho, gitip dé dang xéac dinh va béo cdo moi hoat déng déang ngd.

Bao cdo toan dién: SafeChain cung cip bao cao chi tiét vé tat ca hoat déng blockchain gom di liéu lich st, gitip khach hang
dé dang xac dinh cdc mau hodc diém b4t thudng chi ra méi de doa bao mat.

Ho trg da chudi: SafeChain c6 thé gidm sat nhiéu mang blockchain, cung cap cho khach hang géc nhin théng nhat vé tinh
hinh bao mat blockchain cia minh.
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Quét 16 hong tu dong
Tinh nang chinh
SafeChain 1a mét gidi phap giam sat on-chain toan dién sit dung mét cong cu quét 16

héng ty déng dugc thiét ké danh riéng cho cadc mang blockchain. Cong cu quét cé kha + Quét ty dong cac 16 héng
nang tai xuéng cac hgp déng thong minh tur nhiéu mang th nghiém va mang chinh trén hgp dong théng minh
khac nhau bao gdém Ethereum, Ropsten, Kovan, Rinkeby, Goerli, BSC, Testnet BSC, Arbi,

Testnet Arbi, Polygon, Avax, Testnet Avax va FTM. « Canh bao giam gia

Sau khi dugc tai xuéng, cdng cu quét sé phan tich cac hgp déng thong minh dé tim + Phat hién Ira dao

nhiing 16 héng phé bién nhu c4c 16 héng lién quan dén ngén ng 14p trinh Solidity hodc

nén tang blockchain ca ban. Céng cu quét ki€m tra cac 16 hdng da biét va mau code c6 + Tich hgp API

thé khai thac, cling nhu kiém tra logic va chifc nang clia hgp déng théng minh, gilp xac
dinh bat ky vector tdn cong tiém &n nao cé thé dugc sir dung dé xam pham tinh toan ven
clla mang va cung cap théng tin chi tiét hitu ich vé cach khac phuc chdng.

e SChain Token SCT https://safechain.org/scan/ethereum/0x7a250d5 Add Badge Export Report C‘
Overview Scan Finding summary
Critical 9
Network ethereum Start time 1:34,14/10/2022 -
Max Total Supply 800,000,000 SCT End time 1:50, 14/10/2022 High 13
a——
Official Site https://safechain.org/ Status Completed Medium 13
Contract 0xe3818504c1b32bf1557 D 0xe3818504¢1b32bf1557b16¢238b2e01 Low 9
b16c238b2e01fd3149¢c17 fd3149c17
Information 48
Name Severity Location Vote
Imprecise arithmetic operations Medium SCT.sol
order
Contracts that lock ether Medium SCT.sol
Public function that could be Information SCT.sol e 2 Qo

declared external

Public function that could be Information SCT.sol |ﬁ 2 EC! 0
declared external

Integer Arithmetric ® High SCT.sol |ﬁ 2 EO 0
Bugs
Imprecise arithmetic operations Medium helper.sol 2 L I
order
Contracts that lock ether Medium SCT.sol 2 Qo
Public function that could be Information SCT.sol 92 L I

declared external

Public function that could be Information SCT.sol 2 Mo
declared external

Integer Arithmetric ® High SCT.sol e 2 0o
Bugs
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Céng cu quét clia ching t6i sé& kiém tra cac loai 16 hdng sau:

1.

10.

Reentrancy: L6 hdng xay ra khi mét hgp déng théng minh cho phép ké tan cdng goi tai lién tuc va trich xut gia tri trén né
nhiéu lan.

. Unchecked call return value: L6 hdng xay ra khi hgp déng théng minh khéng ki€ém tra chinh xac gia tri tra vé cta lénh goi

dén mét hgp dong khac, dan dén viéc thuc thi ma doéc.

. Unchecked user input: L& hdng xay ra khi hgp dong thédng minh khéng xac thuc chinh xac théng tin dau vao cla ngudi

dung, dan dén viéc thuc thi ma doc hoic thao ting dir liéu.

. Unchecked math operations: L6 héng xay ra khi mét hgp ddng théng minh sir dung cac phép toan cé thé bi overflow hoac

underflow, dan dén cac két qua ngoai y muén.

. Unchecked external calls: L6 héng xay ra khi mét hgp déng théng minh goi mét hgp déng bén ngoai ma khdng kiém tra

dung gia tri tra vé, dan dén viéc thuc thi ma déc hoac thao ting di liéu.

. Integer overflow and underflow: L& héng xay ra khi hgp déng théng minh khéng x( ly chinh x4c cac s6 mang gia tri rat

I&n, dan dén cac két qua ngoai y muén.

. Unsecured data storage: L6 hdng xay ra khi hgp déng théng minh luu trit dit liéu nhay cdm khéng an toan, dan dén 16 lot

di liéu.

. Timestamp dependence: L6 hdng xay ra khi hgp dong théng minh phu thudc vao timestamp do mang blockchain cung

cap, ké tdn cong cé thé thao ting timestamp nay.

. Unsecured randomness: L6 hng xay ra khi hgp ddng théng minh st dung trinh tao s6 ngau nhién khéng an toan ma ké

tan cong c6 thé du doan dugc.
Access control: L6 hng xay ra khi hgp déng théng minh khéng thuc hién kiém soat truy cp ding céch, cho phép tin tac
truy cap hoac thao tung di liéu.

Hién tugng giam gia tién ma hoa

Gia cua tién ma hoa khéng 6n dinh, bién déng nhanh chéng va déi khi rai vao tinh trang gidam dang ké. Su bién déng nay cé thé
gay khé khan cho cac nha dau tu trong viéc dua ra quyét dinh sdng sudt va co thé lam tang nguy cd tén that tai chinh.

# Severity Price 20M% Liquidity Pool Reference
1 @ SPANTALE $0.002150196080780162 $131076.96542463318 Link
2 \'\F Safuu $0.002150196080780162 $131076.96542463318 Link
3 6 Furio $0.002150196080780162 $131076.96542463318 Link
4 € Furio $0.002150196080780162 v 33% $131076.96542463318 Link
5 ’ﬂ@ Bitsubishi $0.002150196080780162 v 94% $131076.96542463318 Link
6 @  SPANTALE $0.002150196080780162 v 94% $131076.96542463318 Link
7 @ DoKEN $0.002150196080780162 v 94% $131076.96542463318 Link
8 ‘Vj smolting inu $0.002150196080780162 v 94% $131076.96542463318 Link
9 @~ SPANTALE $0.002150196080780162 v 94% $131076.96542463318 Link
10 @ SPANTALE $0.002150196080780162 v 94% $131076.96542463318 Link
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SafeChain c6 tinh nang theo déi gia thdi gian theo thuc cho phép ngudi dung biét liéu gia tri tai san cia minh ¢ giam dang ké
thai gian theo thuc hay khéng, gidp ngudi dung phat hién viéc giam gia va phan iing nhanh chéng bang cach thuc hién hanh déng
thich hgp nhu ban hodc gilf tai san cho dén khi gia phuc hoi.

Diéu nay thuc su quan trong déi vdi ca cac nha dau tu tién ma hoda va cac cong ty blockchain vi:

+ Phét hién thao ting thi trudng: Gidm sat gidm gia on-chain c6 thé gilp phat hién cac trudng hgp thao tdng thj trudng nhu
khi mét nhém ca nhan hodc déi tugng thuc hién giam gia gid cho mét loai tién ma hoa dé thu Igi ti viéc ban khéng.

+ Xéac dinh vi pham bdo méat: Gia giam dét ngot va dang ké cé thé 1a dau hiéu cua vi pham bdo méat nhu bi xAm nhép hodac
mat private key. Thédng qua hién tugng nay, ngudi dung c6 thé phat hién cac sy ¢ tuong tu va cé hanh déng thich hgp dé
giam thiéu thiét hai.

+ Bao vé tai san: Ngudi dung c6 thé xac dinh khi nao gia tri ciia mot tai san cu thé giam va hanh déng dé bao vé cac khoan
dau tu cta minh nhu ban hoac git tai san cho dén khi gia phuc héi.

Va hon nira...

SafeChain cung cdp Scam Watch - mét cdng cu chuyén dung dudgc thiét ké d€ phat hién nhiing ké Ilra ddo khi trao déi tién ma
hoa. Scam Watch sit dung cac thuét toan tién tién dé phan tich cac hoat dong & blockchain theo thdi gian thuc, cung cdp cac canh
bao gan nhu ngay lap tlic vé cac vu lira dao tiém &n hodc cac hoat déng gian lan. Scam Watch ciing cho phép ngudi dung béo
céo nhiing vu Ilra o ma ho da ching kién hoac gap phai. Ngudi ki€ém duyét phia CyStack sé kiém tra lai cac bdo cdo nay va ghi
nhiing ké Ilra dao danh sach den. Scam Watch dang dugc cung cap dudi dang API, gilip cac nha phat trién va cong ty dé dang tich
hop vao cac ing dung cla riéng minh, cho phép moi ngudi st dung, tir dé, gilp cai thién tinh bao mat téng thé cta khéng gian
tién ma hoa bang cach lam cho nhiing ké Iira ddo khé co thé thuc hién cac hanh vi lira déo.

SafeChain cling cé k& hoach theo déi bat thudng xay ra trén blockchain, gip phat hién cac méi de doa bado mét tiém &n, thao ting
thi trudng va cac hoat déng dang nghi khac. Diéu nay cé thé cung cdp mét hé thdng canh bao sdm céc van dé tiém &n, cho phép
ngudi dung thuc hién hanh déng thich hgp dé bao vé tai san cia minh.
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Quy trinh lam viéc véi khach hang

Khai dong du an >

Trao d&i v8i khach hang dé
hiéu vé nhu cau, pham vi va
muc tiéu cta dy an

Vé CyStack

Lap ké hoach

Dua theo yéu cau, dung
ban ké& hoach cu thé cho dy
an danh gia bao mat, bao
gom phuang phap luan va
coéng cu dugc st dung

DICH VU GIAM SAT ON-CHAIN

rLép lai cho dén khi toan bé test case dudc thuc hién xong—l

> Daénh gia bao mat > Bao cao nhanh
Cai dat SafeChain, thuc hién Céc 16 héng dugc tim thay
giam sat theo goi dich vu va sé dugc bao cao ngay cho
tai liéu cung cap khach hang théng qua

SafeChain
Boéng du an L | Theo doi

Luu trit, hodc xda cac dir Trao déi véi khach hang dé
liéu lién quan dén du an va dam bao moi van dé da
két thac dy an dugc khac phuc, tu van cac

gidi phap dé nang cao tinh
an toan cho toan b6 hé
théng

CyStack la mét céng ty d6i mdi sang tao trong linh vuc an ninh mang tai Viét Nam, ching téi tién
phong x&y dung cac san pham bdo mét thé hé mdi cho ca doanh nghiép va ca nhan. Cac giai phap
cuia CyStack tap trung vao bao vé dit liéu, phong chéng tdn cdng mang va quan ly 16 hdng bao mat.

CyStack
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> Va 16 héng —_

Khach hang va 16 héng theo
khuyén nghij tir CyStack

4 Bao cdo hoan chinh -

CyStack chudn bi mét ban
bao céo hoan chinh gui dén
khach hang bao gém théng
tin t8ng quan va chi tiét cac
phat hién

DéE biét thém chi tiét, lién lac t&i
hotline (+84) 247 109 9656 hoac
gui mail t&i contact@cystack.net
dé trao déi cung cac chuyén gia
bao mat tai CyStack.

cystack.net


https://cystack.net

