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GIGI THIEU

Bdo cdo an ninh website 1a bao cao dinh ky hang
quy dugc thuc hién bdi CyStack nham danh gid
miuic dd va xu hudng tan cong mang nham vao

website trén toan cau.

Cdc dif liéu st dung trong bdo cdo nay
dudc trich xuat ti hé thong CyStack
Attack Map - hé théng thu thép, phdn
tich va canh bdo tén cong mang nhdm
vao cdc website va mdy chd trén toan thé
gidi, do CyStack nghién clu va phdt trién.
Ban c6 thé xem thém cdc thong tin dudc
cap nhat theo thai gian thuc tai: attacks.

cystack.net.

© 2018 CyStack. All rights reserved /



CYSTACK SECURITY REPORT Q3/2018 /

TONG QUAN

Trong quy 3 ndm 2018, hé théng CyStack Attack Map ghi nhén 129.722 website trén toan cau da
bi tin tdc tén cdng va chiém quyén diéu khién. Nhu vy, c mbi phut tréi qua lai cé 1 website bi tin
tdc kiém sodt. Con s6 nay & thdng 7 la 43.110, sau d6 gidm con 41.405 & thdng 8 va tdng manh
lén 45.207 vao thdng 9.
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Chung téi cling da khdo sdt sé lugng website dudc phuc hoi sau tén céng vao cudi thdng 9/2018
thi cé dén 21,48% website bi téin cong & thdng 7 van chua dudc khéi phuc nguyén trang; s6 liéu

& thdng 8 va thdng 9 lan lugt la 33,87% va 44.08%. Diéu nay cho thdy rat nhiéu chu sé hitu da
khéng thuc su quan tdm dén bdo mat cho website ciia minh, khéng biét minh da bi tén céng hodc

khéng biét cdch x{ ly su cé.
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THONG KE THEO TEN MIEN

Tén mién .com chiém sé lugng I8n nhat trong danh séch cdc website bi bi tdn cong. Bén canh do,
trong Top 20 t&n mién bj tdn céng nhiéu nhdt bao gdm nhiéu tén mién cla quéc gia nhu: .in (An

D0), .ru (Nga), .hk (Hongkong), .id (Indonesia), .br (Brazil), .de (Duc), .uk (Anh)...
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THONG KE THEO VI TRi DAT MAY CHU

Russian, 3924

Canada, 2483

Poland, 1209

United Kingdom, 3985 @ @
\ U

France, 4288 @@ @ hina, 1033

India, 5556
@@ Vietnam, 1183
Brazil, 1634 _ .
.. w ‘x

HongKong, 5020

02 Germany, 8280 10 Turkey, 3403 15 Thailand, 1392
03 Indonesia, 5733 12 Netherlands, 2283 16 Japan, 1357
07 Singapore, 4188 13 Italy, 2085 17 Ukraine, 1237

Gan 50% website bi tdn cong cé mdy chu dat tai M.

B Chéu My (50,68%)
Chau Au (26,87%)

B Chau A (20,94%)

I Chau Uc (0,81%)

Chéu Phi (0,7%)
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THONG KE THEO HE PIEU HANH VA MAY CHU

Trong s6 cdc website bi téin cong thi cé dén 85,4% s dung hé diéu hanh Linux va 7,01% s dung

hé diéu hanh Windows. Ddy ciing la nhiing hé diéu hanh phé bién nhat.
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Hé diéu hanh Linux Window Free BSD F5 Big-IP Unknown

Apache, Nginx va IS lan lugt la cdc dich vu mdy chd web (Web Server) bi dnh hudng nhiéu nhat
véi lan lugt 1a 55,63%, 22,9% va 6,52%.
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THONG KE THEO NEN TANG QUAN TRI NOI DUNG

WordPress | nén tdng quadn tri ndi dung (CMS - Content Management System) dudc s dung phé
bi€én nhat cho cdc website trén thé gidi va cling |a muc tiéu bi tin tdc tdn cdng nhiéu nhat, chiém

77,22%. Bén canh d6 la Joomla (19,5%) va Drupal (1,55%).

L& héng trong cdc website sir dung nhitng CMS nay thusng xudt phdt tir cde plugin, theme chua
dudc cdp nhét phién badn mdi. Hodc do ngusi dung download plugin, theme tir nhirng nguén khéng
tin cQy da dudc cai ma doc tu trudc.
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VE CYSTACK

CyStack la cong ty cong nghé hoat dong trong linh vuc an
ninh mang, dudc sang lap nam 2017 béi cac ky su cd nhiéu
nam kinh nghiém tai Viét Nam.

V4&i tdm nhin tao ra mét hé sinh thdi an ninh mang cho méi doanh nghiép.
CyStack da nghién cltu va phdt trién CyStack Platform - mét nén tdng an ninh
mang gobm nhiéu Ung dung dudc cung cdp theo dang dich vu trén mé hinh

dién todn ddm mady (SaaS - Software as a service).

Ra mat lan dau vao thdng 01/2018 vdéi 04 dng dung: Quét 16 héng bdo mét
cho website (CyStack Scanning), Gidm sdat website 24/7 (CyStack Monitoring),
Tudng I0fa ngdn chdn tan céng (CyStack Protecting) va Quét ma doc cho
website (CyStack Responding), dén nay, CyStack Platform d& dudc s dung

dé bdo vé cho gan 1.000 website tai Viét Nam.

Dia chi: Tang 3, tda nha Bigwin Tower, dudng Lé Vdn Ludng, phudng Nhan
Chinh, qudn Thanh Xuén, Ha Noi, Viét Nam.

Email: contact@cystack.net
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